UCSF

Lost/stolen Mobile Device® and/or Media?
All incidents must be reported to Campus Police

Event: Lost or stolen device/media®

Immediately Report to UCSF Police: 476-1414
The Campus police will notify the Privacy Office and Enterprise
Information Security (EIS).
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UCSF Police:
e  File Report
. Investigate
e  Follow-up

UCSF Enterprise Privacy Office (PO)
-t > . Investigate: contact appropriate individual, i.e. manager, Department Chair, Dean, Security Officer, Committee on Human
Research (CHR), and others as appropriate for assistance with the review process
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Triage initial investigation to determine if PHI
involved

v :

No PHI or personal Verified: PHI and/or personal information were on lost/ Verified: only Social Security Number/Name or CA
information stolen device/media Driver's License# were on device (i.e. SB1386 only)

v v v

Police follow-up on theft

A

Re-educate User(s) PO oversees incident investigation and makes the Police and ISO complete process for event & notify the
They wil also notify campus or determination of notification with legal cousel LDO (Locally Designated Official/Officer)
. - ) According to SB1386, individuals may be notified
Hospital Accounting that the Notify CHR (476-
asset is no longer in service. 1814) if clinical
research information
4 involved 3
The Privacy Officer will facilitate the notification of the following as
appropriate: If Social Security numbers are involved:
*HR e  Work with Department Manager, Chair, Associate
eManager, Department Chair, Associate Director, Dean, Director, Dean, etc. as appropriate
etc. e  The ISO will coordinate with departments to send
eEmployee notification to individuals as appropriate
ePatient whose PHI/personal info was compromised a Template for notification letter is provided
«UCOP a If changes have been made to the template,
eQuarterly reports to | Group the letter must be approved by
«OCR the Legal Team
o DO: 476-4285 Re-educate User(s)
Re-educate User(s)

! Device: PC, laptop, PDA, text pagers, cell phones, cell phones with camera, digital cameras, home computers, all dictation devices (Go MD)

?Media:  CD, floppy disk, memory sticks, jazz drive, removable storage devices .
3 All other stolen devices: Individuals should contact the Police for any stolen UCSF property Flowchart A Revised 050906.vsd
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